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1
Decision/action requested

This contribution contains the agenda and notes for the SA3 conference call on N32.
2
Meeting information
Topic: N32 Security and protocol details
Date and time: Tuesday, August 7th 14:30 to 16:30 CEST

Chair: Hans Christian Rudolph (Deutsche Telekom AG) chairs the call and takes notes.

3
Agenda and notes
It is proposed to discuss the following points during the call and to agree on working assumptions to facilitate progress. Such informal agreements, if any, are to be captured in the conclusion clause below.
	Discussion item
	Notes

	Welcome and review of the agenda
	Agenda agreed

	Open questions from last call with CT4:
1. How to encode binary blobs and their metadata part?
2. Further IE types to be mandatory protected by encryption policy (c.f. S3-181937, 13.2.3.2)?
3. What does the Modification Policy apply to, individual IEs or IE types (like the Data-type Encryption Policy)?

4. N32-c protection policy exchange?
	1. There is binary blob on N16 between two SMFs. Encoding: multipart HTTP POST message where binary data is a separate block. Metadata, e.g. pointer to locate the binary data and information about encryption, could reside in another part. 
Working agreement: SEPP encodes any binary object to be sent via N32 in BASE64 and puts the outcome into the JSON object. There should be two predefined JSON objects, one for encrypted, one for unencrypted binary blobs. By that the receiving SEPP will know whether or not to decrypt the data on reception.
2. NF API data type placement mapping is defined by the protocol specification and not exchanged between two SEPPs. Each operator needs to enable the mapping for each type that is used for services offered by NFs that are offered for roaming. 
There are not currently any more data types to be added to the list. Working agreement: there is the fix list of four mappings for Rel. 15. Operators will not be able to specify other data to be encrypted in Rel. 15.
3. Modification policy applies to individual IEs.
4. Working agreement: modification policy is exchanged between SEPPs via N32-c. It is not a negotiation, rather a notification. 

	N32 Error handling in Rel-15
	Working agreements:
· Actions on receiving an error is left to local SEPP implementation
· Error messages are sent to the peer SEPP if something goes wrong.

· SA3 will define dedicated error messages/codes that are to be reported to the peer SEPP.

To be clarified: basically, error messages should be reported on the same channel where the error occurred. There is the need to integrity protect and possibly encrypt the error code. To be clarified and agreed: should errors happening on N32-f always be reported on N32-c, as N32-c is operator-to-operator.

	JOSE-based protection of N32-f messages
(potential input document by Nokia, NCSC)
	Proposal how to organize the JSON-Object that is generated by the SEPP.
An IPX-Provider-ID needs to be added to ensure that the receiving SEPP can determine if a patch is missing in the received message.

IPX-Providers available for backup connections need to be considered.

	Any other business
	Derivation of JWE session keys suggestion (NCSC):
· Offline comments to proposal document requested


4
Conclusion

